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ABSTRACT

In this paper, we leverage software architecture
analysis  techniques to codify change management
properties and to examine their affect on the functional
integration of software components. Software architecture
provides a means to predict and analyze the potential for
interoperability problems among interacting components.
However, the properties addressed in traditional software
architecture analysis are limited to the functions for a
component’s exchange of control and data. We define
architectural abstractions for change management that
can be used to extend integration analysis. We exemplify
how these properties contribute to the architectural
conflicts between interacting components, as well as
influence the conflict resolution. The goal is to extend
component-based systems analysis to include change
management concerns so that clearer designs of dynamic,
distributed systems emerge.

1. INTRODUCTION

Component-based systems are now commonplace in
every industry. The prevalence of Commercial-off-the-
Shelf (COTS) software, increased use of middleware,
corporate mergers, evolving markets, and higher customer
service expectations drive the need for more dynamic
software systems. New computing environments, such as
the Grid [13] and mobile computing [7, 29], increase the
likelihood that distributed component interactions will
change over time. To compound the problem, security
concerns, change-management issues, and the lack of fi-
nancial and human resources to recode existing legacy
systems increase the complexity of implementing reliable
integrations.

Software architecture has emerged as a reliable tech-
nique for expressing system design [33]. This is particu-
larly true with respect to integrated applications, in which
multiple, distinct, and distributed component software
systems must interact. Current research in software archi-
tecture isolates problems with system integration by seg-
regating concerns into single-issue strategies, such as de-

scribing the architecture and how it changes [24] or
describing security protocol interaction [35]. This prob-
lem isolation has effectively resulted in the maturation of
the field to describe properties across a single set of re-
lated concerns and to manipulate those descriptions to-
ward the selected goal.

There is high demand for approaches that encompass a
wider range of properties and account for the changes that
occur in an integrated system. Thus, change management
properties are needed to address dynamic insertion, dele-
tion, and modification to any part of a component-based
application. Yet, it is a difficult task to uniformly analyze
such a broad range of component-based system design
concerns. Furthermore, ensuring these considerations are
addressed throughout the life of the application presents
an even greater challenge.

Change management software, when part of a compo-
nent-based system, is responsible for monitoring and con-
trolling (to some extent) the execution of the component.
Because the goal is to overload existing component inter-
operability conflict analysis techniques, the expression of
change management concerns should compliment those
modeled for software architecture. The challenge is to
bridge the gap between abstraction levels, viewpoints, and
the segregated concerns change management brings to
integrated system design. Therefore, we must consistently
and cohesively represent the properties of software archi-
tecture and change management concerns of a component,
as well as codify how these interrelated but disparate
properties should be governed in a manner that is control-
lable, yet flexible.

In this paper, we examine change management con-
cerns and present their preliminary expression as architec-
ture abstractions. We use these properties and the mean-
ingful information they vyield for component-based
systems to expand architecture integration assessment to-
ward a holistic approach. Furthermore, we point to how
solutions to architecture interoperability conflicts can be
reused or overloaded to accommodate change manage-



ment-induced conflicts when the related properties are
considered as part of the overall integration analysis.

The connotations of component-based systems, change
management, and integration analysis terminology are not
universal. Below, we define some of the main terms used
in the paper.

e Component — A stand-alone system, probably en-
capsulated, that has one or more exposed inter-
faces (e.g., COTS, GOTS, and in-house systems)
and participates as an actor in a component-based
system (or system-of-systems).

e Change Management — Properties that reflect the
configuration, versioning, deployment, and moni-
toring expectations of a component and its envi-
ronment.

e Architecture Abstractions — Properties that ex-
press the expectations a component has with re-
spect to data and control exchange, along with
other processing qualities.

e Interoperability — The transparent exchange of
data and control between one or more components
through the use of middleware.

e Integration — The mechanism by which multiple
components, both homogeneous and heterogene-
ous, interoperate within a larger application envi-
ronment.

2. RELATED RESEARCH

In this section, we review concepts that are germane to
change management and software architecture as they re-
late to interoperability analysis.

The software architecture of a system is the layout of
its computational modules, the means by which they in-
teract (connectors), and the structural constraints on their
interaction [33]. Using this abstraction, it is possible to
focus on conceptual issues without implementation and
deployment details. Software architectures are often de-
fined as architectural patterns or styles (e.g., pipe/filter,
layered, main/subroutine) [8, 15, 27, 30]. The software
architecture of a component (as an independent software
system) embodies properties that pertain to a component’s
potential to deliver clear and early warnings of interop-
erability problems. Properties of architectural styles in-
clude those that describe the various types of computa-
tional elements and connectors, data issues, control issues,
and control/data interaction [3, 5, 6, 16, 17, 31]. The in-
ternal details of data structures, function calls, protocols,
etc. are not required for quick assessment: they may be
addressed once early conflicts are confirmed.

Architecture mismatch points to properties of architec-
ture styles that denote the underlying reasons for interop-
erability problems among seemingly “open” software
components [16]. Methodologies for analyzing mismatch
exist both within and between styles [1]. Data representa-
tion, data and control transfer, transfer protocol, state per-

sistence, state scope, failure, and connection establish-
ment are all considered.

The evolutionary aspects of components can also be
captured using software architecture. One goal is to find
an architecture to which other architectures can transition
easily [33]. Though architecture migration is a plausible
solution, it is not always feasible for all systems, espe-
cially COTS products, where many properties are hidden.
In a similar vein, researchers examine constraints on re-
configuring architectures to assess their response to evo-
Iution [38]. This illustrates that certain properties of com-
ponents and connectors lessen the impact of change [28].
Certain ADLs support evolution through topology [28],
optionality [40], and variability [32].

There are many approaches to interoperability analysis.
Some approaches are based on the different viewpoints
that come from system specific integration concerns. Bar-
rett et al. [6] focuses on only the event-based architecture
style. Other viewpoints, such as Gruhn et al. [19] and
Hofmeister’s [34] involve case studies of integration
problems and solutions. The Architect's Automated Assis-
tant (AAA) system is based on examining style-based dif-
ferences, focusing on the description of conventional ar-
chitectural styles such as event-based, main-subroutine,
distributed processes, and pipe and filter [1, 2, 14]. De-
Line [12] attempts to resolve package mismatch by de-
scribing various aspects of each component to be inte-
grated, e.g., data representation and data/control transfer.
Yakimovich et al. [44] combines both high- and low-level
analysis. This classification scheme is based on architec-
tural assumptions that can cause mismatches due to the
nature of the components and connectors, the global ar-
chitectural structure, and the construction process for ap-
plication.

Change management encompasses issues regarding
configuration management and component deployment
[36, 37, 42, 43]. The research that lends the most credence
to our approach uses system modeling to consolidate
software architecture, configuration management, and
configurable distributed systems [39]. In this work, van
der Hoek, et al., outline the benefits of combining these
concerns to reduce modeling effort and architecture ero-
sion, to provide higher levels of abstraction for configura-
tion management, and to improve reuse and version con-
trol. System models for the software architecture,
configuration management, and configurable distributed
system disciplines are examined and their contribution as-
sessed over a set of particular capabilities chosen from all
three. Their experimentation with adding functionality to
existing system models to compensate for absent capabili-
ties shows that “cross-fertilization” of these disciplines is
possible.

Application development becomes extremely difficult
when applications must be dynamically composed while
in active use. Dynamic composition methods warrant a



certain level of system correctness during and after inser-
tion of a new system element. One approach is to model
the behavior of the system to manage change and to en-
sure consistency and completeness [4, 18, 25]. Generic
system models are also being formulated that leverage
change management concepts such as revisions, variants,
and configurations, with architectural concepts like
components, connectors, subtypes and styles [20].

Our previous approach to interoperability analysis
starts with architectural properties of the participating
components and application requirements [10]. We per-
form an assessment of component properties. Table 1 de-
fines a sample set of these properties. A more extensive
set can be found in [9, 11, 22]. The characteristic name
appears in column one. Definitions and values are in col-
umns two and three, respectively. Through methodologi-
cal assessment, we detect potential conflicts, consolidat-
ing them across common influences. Integration elements
[23] representing translation, control and extension are
used to design the integration architecture that bridges the
gaps in component interaction.

A major challenge of architecture description and
analysis is to allow the component-based system architec-
ture to be modifiable in a dynamic manner. Dynamic ar-
chitectures vary in their degree of change. There are many
factors that can be used to discern the dynamic quality of
a system. We focus on integration and the impact of
change on constructing and manipulating individual com-
ponents within the application. The dynamic qualities of
versioning, deployment, and monitoring impact how an

integration architecture is designed. Different kinds of
connections are needed between components depending
on the type of communication, the extent to which change
is imminent, and the amount of mismatch detected be-
tween the components [26].

3. CHANGE MANAGEMENT’S ROLE

In this section, we discuss change management and the
qualities of the properties we seek to establish at the ar-
chitecture level of abstraction. Change management prop-
erties dictate and constrain the dynamic nature of the sys-
tem, i.e., how the system is monitored and controlled as
well as how alterations (both dynamic and static) within
the system are handled [41].

3.1 Qualities of Architecture Abstraction

In order to express the relevant change management
properties at the appropriate level of abstraction, we first
must provide a baseline for evaluating the properties un-
der consideration. In this section, we identify what makes
a property appropriate for inclusion in architecture as-
sessment.

The property is qualified, i.e., it has known values.
Having values means the property can be compared
across components or between the component and its en-
vironment. Even binary values allow developers to ascer-
tain discrepancies (e.g., whether a component is versioned
is a binary property).

Table 1. Select Architecture Characteristics

Characteristics Definition

Values

Control Structure
the system

The structure that governs the execution in

Single-Thread, Multi-
Thread, Concurrent

Data Storage Method

How data is stored within a system

Local, Global, Distributed

Identity of Components

Awareness of other components in the system | Aware, Unaware

Supported Control

The method supported for control transfer

Explicit, Implicit, None

Transfer
Supported Data The method supported for data transfer Explicit, Shared, Implicit
Transfer (discreet/continuous), None




Table 2. Change Management Properties

Property Definition

Values

Monitoring data transfer

How the component reports monitoring information

None, Push (sends),
Pull (provides API)

Data collection/forwarding | How the component reports monitored information

Collect-and-forward,
Batch-and-forward

Version How the component is versioned Yes, No

mands/info

Configuration Mechanism | How the component receives its configuration com- | Command line, File,

IPC, DB

Reconfiguration State
reconfigured

What state the component needs to be in for it to be | Restart, Quiescent,

Runtime

Configuration Topology

The relationships between components that affect
the required order of change

Linear, Hierarchical,
Concurrent, Etc.

Configuration Access

The comparison between the command/control in-
terface and the functional interface

In-band, Out-of-band

Table 3. Sample Properties for Enabling a Component in an Environment

Management

Category Characteristics Environment Values Component Values
Architecture Supported Control and Data | Implicit Event Bus Explicit

Transfer
Change Monitoring Data Collection Batch and forward to a Collect and forward discreet,

central console

unbuffered events

The property denotes component expectation or
policy. A component’s expected behavior often symbol-
izes what it anticipates from its external interaction. Thus,
analysis can be performed to determine if there are con-
flicting expectations. Policies dictate what and how a ser-
vice is guaranteed. They cannot be violated by inserting
the component into an integrated system, and therefore,
must be taken into account during the component-based
system design. For example, a complex system consisting
of many, inter-related components may require a specific
ordering to be followed when reconfiguring the compo-
nent parts of the overall system. This precedence ordering
represents a policy. The expectation is that there are
global properties of the composed system that must be
maintained by enforcing the policy.

The property is expressed by an exposed interface.
A property that is exposed to the external environment is
relevant to its interoperability with other components. It is
only through interaction via an interface that a conflict
occurs. Thus, the problem may surface at the interface
level or via a collaboration of components and the envi-
ronment. For example, if we require monitoring of a col-
lection of components that form a complete application
system, the monitoring information must be consistent not
only in type and format but also in currency. Each com-
ponent must report monitoring information that is tempo-
rally consistent with its peer components in the collabora-
tion that forms the application. The data collection and
forwarding mechanism for each component presents in-

formation to the CM environment via an interface. The in-
terfaces for reporting monitored data must be consistent
across the composed application.

The property is applicable to most components, in-
cluding COTS components. COTS products in the form
of components, middleware, and change management
software are widely available and affordable. They are of-
ten closed and provide minimum information, making a
complete characterization difficult. An example of this
type of property deals with the state the component must
reach before a configuration modification can be made.
Some components must be fully stopped; others may only
require quiescence. Components exhibiting the most ro-
bustness will allow reconfiguration while running.

Table 2 shows some common change management
properties that have one or more of the above qualities.
The first column names the property, followed by its defi-
nition and potential values in columns two and three.

3.2 Using Change Management Properties

Most change management systems are software sys-
tems in their own right with implementation mechanisms
and functionality that may be described as software archi-
tectures. While devising the mechanisms to facilitate
change management is important, our focus is on the im-
pact that this property type has on functional integration
as assessed at the architecture level. Thus, an objective of
our research is to address what happens when a configura-
tion change is made, i.e., how the functional architecture



is altered as a result. This includes describing how the de-
sired change is enacted within the component and how it
will impact other communicating components.

If the properties uncovered are properly abstracted and
relevant to interoperability, they can then be used during
interoperability assessment. There are two main stages to
this assessment: (1) examining the relationship between
the component and the environment or framework in
which it will be inserted, and (2) examining the relation-
ship among all the components that comprise the inte-
grated application.

3.2.1 Aligning a Component with the Environment

In the first stage, we have to align the global environ-
ment constraints with the local component information.
Thus, we examine properties with respect to a single
component’s expectations.

We use a brief example to illustrate the basics of our
approach and how this comparison is accomplished.
Given that a component awaits insertion into an environ-
ment, we analyze select properties to determine the design
change or integration solution needed in order to adapt it
to the environment. Table 3 expresses a characteris-
tic/value pair for a single property in the communication
and change management categories of the environment
and the component.

Our architecture interoperability assessment techniques
include examining the interplay between the environment
and components [11, 21]. For instance, Table 3 indicates
an obvious communication mismatch. The environment
expects components to be accessed via an implicit event
bus. A component that uses explicit invocation will not be
able to rendezvous with other components as expected.
This inhibited rendezvous conflict means that there may
be handshaking problems because the components in-
volved in the exchange have different control transfer as-
sumptions [1, 14], such as different calling structures, in-
dependent and non-terminating execution that cannot be
pre-empted, or several seats of control.

Similarly, we can assess change management to show a
discrepancy in how data collection and forwarding is
managed by the environment and performed by the com-
ponent. Monitoring data is processed in batches versus
collecting and immediately forwarding monitoring events.
This can cause a data inconsistency conflict. A data trans-
fer, if inconsistently communicated, can permute and cor-
rupt the data content of the communication [1, 14, 27].

A controller is typically used to resolve the architecture
conflict by determining where and how data should be
sent to maintain consistency. Its design is reusable in the

context of the change management properties evaluated.
In fact, we can define a controller solution [23] that re-
solves both problems. For the explicit/implicit conversion,
the controller monitors the bus for the appropriate mes-
sage signifying an implicit invocation and then makes ex-
plicit calls to the component API to invoke the appropri-
ate functionality. For the change management problem of
data collection and forwarding, the controller implements
a buffer to capture the events and put them in batches. It
also implements a scheduler to determine when the
batched set of data should be sent to the console monitor-
ing change management.

The design of the controller is incorporated into the lo-
cal integration solution that is associated with the compo-
nent of concern to minimize cascading changes brought
about by dynamic component assertions throughout the
environment. Thus, when the characteristics that affect
the integration design change, that change can be re-
flected in the local integration solution.

3.2.2 Component Properties and other Components

The next stage of architecture integration assessment
addresses problematic behavior interaction issues within
the constraints of a multi-component application. In other
words, once a component is able to communicate within
the established environment, analysis must consider the
interaction of this component with other select compo-
nents that work together toward some application goal.
Interoperability conflicts can surface due to both compo-
nent interactions and their compliance with application
requirements that are separate from the environment
properties. To find these conflicts and design their solu-
tion as part of the integrated system design, property
comparisons must include the interplay between architec-
ture expectations and change management properties.

Figure 1 depicts the scenario of two components, A
and B, communicating in a component-based system with
defined requirements. Table 4 organizes properties into
their categories. (Note that all values do not have to be as-
signed for meaningful assessment to occur.)

We use this example to show three key issues. First,
that change management concerns have a significant role
in component-based system design analysis. A second is-
sue is that application properties (such as those on the
oval line in Figure 1) constrain how change management
is performed. Finally, conflict resolution strategies can be
reused and overloaded, minimizing the redundancy and
complexity associated with separate and distinct solutions
that can cause added problems over time.



Component A Component B

Arch: Unaware
Single-thread

Arch: Aware
Single-thread

CM: Command line, Repository
Runtime CM: IPC,
Restart

Target Application

Arch: Multi-thread
CM: IPC

Figure 1. Component Assessment in a Target Application

Table 4: Sample Properties for a Component-Based System

Category Name

Application Component Values
Values A B

Architecture

Identity of Components

Aware Unaware

Control structure

Multi-thread | Single-thread | Single-thread

Data storage method Repository
Change Management Configuration Mechanism IPC Command line IPC
Reconfiguration State Runtime Restart

Returning to Table 4, the application requires multi-
threading where two single-threaded components, A and
B, interact. In this case, it is desirable to perform simulta-
neous updates of A and B (assuring consistency across the
application) when they change. The configuration mecha-
nism for the entire target application is specified via an in-
ter-process communication (IPC) interface. B already has
such an interface. However, A is configured via a com-
mand line interface (CLI), indicating major change-
management conflicts between the application and com-
ponent characteristics. This conflict can be resolved by in-
troducing a translator that allows all incoming configura-
tion commands to the application to be via IPC, adapting
those communications to B's CLI.

We assume that A is a client of B. While A is capable
of continuous operation even when being reconfigured, B
must be restarted for configuration changes. During a sys-
tem reconfiguration, both A and B must be changed.
However A must also discontinue (or take into account)
that B will be unavailable for some amount of time. Dur-
ing this restart time, A must compensate for B’s denial of
access requests. Therefore, A’s architecture must be aug-

mented with error handling logic to deal with system in-
consistency during B’s restart.

This requires the introduction of a controller that mim-
ics responses from B to A. This controller logic can be
shared with one needed to resolve the conflict in commu-
nication identity issues. In this case, a controller is intro-
duced in order to make it appear that B is aware of A and
can respond to A directly. Therefore, the functionality
can be overloaded to resolve both problems within the
same integration solution.

4. CONCLUSIONS

The implementation of dynamic, heterogeneous, com-
ponent-based systems can be error-prone unless proper in-
tegration analysis and design is available to guide devel-
opment. Complex interoperability problems that arise in
this type of system deployment must be resolved holisti-
cally in order to maintain and evolve the system. Incorpo-
rating change management properties into interoperability
assessment should not add a level of complexity to the
analysis. Rather, it should increase the prospects of de-
signing a minimal, consistent, and complete solution to



resolve conflicts. We move toward this goal by raising
change management concerns to the level of abstract
properties that can be viewed using the foundation in
place for software architecture assessment. Moreover, we
show that the assessment allows for reuse and overloading
of the functionality needed to form integration solutions.

Future research in this area seeks to prioritize the as-
sessed components, properties, and values to streamline
integration solution design. Furthermore, the integration
solution itself needs assigned properties that reflect
change management concerns such as configuration to-
pology and versioning (Table 2) and their influence on
design parameters.
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